AN12385
5 NXP 242 MCU LPC54S0xx MR £ R %

fRA0—2019 %3 B 15 H R AZIE

Hsg
1 148 T B e 1
EAMEES MO LPCSASH 2H  REARTAREARR GRS wBRL 1) LRREE 1
1.3 B — MR RN ... 1
1.4 REMBREZNBBRYE. ..o 3
1.1 fIARR%E 2 LPC54SOxx B2 HEM..........c.cccc.e.. 3
. . 2.1 AES BIZ. .., 4
AXEPRHRE ZE RERY W RV R LR BEDRAAELE, RAFRBT 22 SHA oo 4
BiR. BEBERSFHRNRT BTXHUHENRE , BN E WEF/WiFi 23 RNG..oooooooooeoeeeeeeeeeeeeeeen, 4
ZENTLMER BRI R B Z NI K , ZOENEEE ARRS. 2.4 OTPeeeeeeeeeeeeee e 5
25 PUF ( YIRS HIHIZHEE ) ...... 5
. 26  RSAAPL...oooioieeeeeeeereeeen, 6
1.2 EXxZ2R 3  LPC54SOxx B2BH..cccovrvrverennen 6
HLB 1 ( Confidentiality ) , F2&M4 ( Integrity ) MATAE ( Availability ) , 3.1 RERPHEEIUHHER. ... 7
WH CIASf—tk , R—HEERSREFRNER, CEAXENRL RS 32  RERHMEE...s 1
RMRIEX=AXREN. DRBRT=EFHEAA-—T , TEeNaxs 33 BIRAEME o 13
SEREEER, 3.4 RERIAFHESS|IZE (DICE ) ...13
7R - ¥~ S 13

- NBHE

HEMRBEE2 UL ERBERGRNEED, £XE2HH , XUERE CA = —4KRHAENSTEH. ERENE , CHERE
SREREN. MEMNBET EZRZHBRMN -G ITENAHES — ST ENNRENNZER RO,

- TEM

EEMRHREBERRAZEFERNERAETENRTEANED, —NHELRHRES -~ LEERERXITHNERE
ZH, NEBTREFNRITER,

- MR%

AAMRBRAFNESENATURENETERL R, RFERXANZLRHLCRELNELSRA/NERE , HEHN T A
TRFME , RERENFE—LHMRERE, flwm , EINEFELRSIZHIINYE | EENFIESEBIRIE,

1.3 B —BERT R
RANTURBREXEAGERERRD . Rtk DOFENERENZEL S,

- YBYE
Wi o LUE S B RN SN TR R VIRERRF AR Z2 PR T8,
- BER

R EURELZEIREZNERERRE,
ET BN GEFEA R GAERERT.
o B

FREYEGRRE  XEREC(FAUT R , ARRTEREES R, B2 , FUREIRBRERE~BHBEMB,
FMEZABARLRANRERE , XEFAITELETZRERENATRLRZ.

s ERRE
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ABEMEERREDSRINT, FTEERTEEBFREZMORAE. BTHUMEYE , SERERRB/RO,.

“HPIR A B R AR W LE A FIE R IT. B 1 MAENE RT EESMHEARKTHEIERE. LINEEE, KSHZRE
WERERBERE. B2 , rowhammer HE2ZEYEREN — PN RHl. Rowhammer HEHEBEN R EERNFNENAE L
SHMEPNIERHEAEREEFTICREEBIRER, WEETESENFERZNENEFNRNT.

1AM RAUTEZRETIES : MiZBIEWERE ? ZEEETERHNRERERFTKLER. B2, NEXRNERFH
AR 2 (B3 T

BEERERTEREEN. TILESELERYEL  BEERY oT RENERBRSAZIEZRNE. B2, RO ERS
—BFE  IRREETURMIFRHER , WFEEEREEET—MESM , BEACTUEXHIETILARBFRIT, KK
HETAEESFRAERENATABENER TRt fli , YEEREEILEEFHH USB £,

THREAT SPECTRUM SOLUTION RATIONALEAGAINST THREATS
Physical Logical Physical Logical

If an attacker can get local
access to the device, make a
cost/benefit trade-off and protect
against relevant local physical
attacks over the lifetime of the
device

+ Power analysis
Local « Light attacks
* Glitching

« Bufferoverflow
* Rowhammer Heartbleed

FEOCH © Cache Timing «  Flooding/DoS

Aim to protect against remote attacks
Reason: scalable attacks can be automated and executed by
laymen from anywhere in the world

Level of importance to ensure secunty against threats ] Hen B Higner Bl Higrest

1. BEEEFERT R

ANTRPUBEFBE  LTFEENERER  MIOTBTBEMEMEIN | AERERNRIENEENTRAYE, BSHE 2, X
LERTERREL , BR , YREEZHRBRZAENBRN , REABFAEILER, fIFARS  BERRFEINSEHTE
HRE ; HERERERATEXM ; ERBEARNTAN TS , NIBEZ KL , £ DDOS WiEF , AT AMHER,

IX L2 SR T LARR 5 9 WD BX P8 R 75 SREY M BUR Y

« FBIEXMIER IR & B R T

c EBERFEINRAEME

- BRESBRRENRSID

« RENIRIIRBRE
RITRER , XBRVNREBLRERE KRG, R, FioE , RELWNREM  SMRBEKRLEBITRRBENER. ESNZ
2RFIRALEMBEARREN TR, BRITREN  NERIREEHETABNTELBBEAR | BB IZEBER
EXFEMEME. XEREAETREZMRGE BT URLREEEHRIF.
BiIMEMENZ 2R , BITEBREARRENEASRERDERENEENEMRL. ABZNEMIFE , ZIREFRT AR
BABRENETERHEER , NIRRT ZREZHRENRSI D, FEHR  REENFLIFRN TRENFRARMSHTE
—REMZ NN,

ET ERYBMERTROEE , SH TR RZHUATER !

- REWRGESES  RANZES RS RESRREANESES  BENE/EISHE Wit B4R OTA EH
RER.
. MEAZHRS | AEAANEE TR TIHRIENSSMERY WEMBEESE. RLEHLALEUG LETRRERE
HEXEE, fiN, MENSHEPRATZLEE , TATEDANBERERR , URSHBREMEFHESH 1R
.
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| LPC54S0xx R4 4H3 |

c BRRE (BANRSE) BRREEATNHRE  HENPEREHHRNRERTESKROES, W TrustZone B Arm

MCU RERREH —MRIFHBEIFo

« BITREBMMIAL : BT 0T REEFEZIZFABREANAE , BB TAMINERENETHETEEERE

-

0 Requirements for loT

Principles for loT
Data e

Solutions

Prevent attacks to loT

Integrity Devices

Able to recover after

Authenticity being compromised

Reduce attractiveness
Availability of compromised
(Conditional)!! et

Secure end-to-end
Communication

Confidentiality

(Conditional) "

2. AAR loT BIEERMMELA loT RELXLINEE

Derived features for

loT Devices

Secure system lifecycle

Crypto & Key
protection

Resource isolation (HW
and SW)

Run time integrity and
attestation

14 REMRTGRNBRE

FEREMRAREENRGH N TRERRENT. HEHAETENRER -ATTENES. URIENBNE, BL
EEAERRNEAMEREAMAARNAERBRIZE RS, it , RUTSTHEBRPOET , URBRPEHHL TR
MEEH, XEEFRRITSRPRXBOHS . WR-XEADNRELRONAARIEREEAS , BAHHRRR NN,

2 LPC54S0xx T2 %1

EENFRE MCU LPC54S0xx IE R L, LPC54S0xx LR ARG EE N MEAERT ROM K13 , URIZENZ LI
B, WHEIE— AES 5|Z , —/ SHA 3|2 | —MNENHRERSBZN —NRPFEER , ZERZE OTP FEHNZHIET
SRAM B9 PUF ( ¥IBEFA52fEThAE ) FIVE4H. B 3 &R LPC54S0xx T2 RS ELR, AESs DMA 512 LR R4/ AT
A  HANZREZRBEURRTHRFLE, ROMBRTEENSHEZLIENTIIFIN , EAETLZLEH.

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx R4 4H3 |

ROM

AES-256 SHA-2 RNG

3. LPC54S0xx RE&HR %

2.1 AES B|%¥

LPC54S0xx 22 fHiR ity R84 AES IR Z S| | URPEFNE, TENETHREMERED , BETEENRIFIEANL
H, AES S|ZEETLAER OTP = PUF I IR Z AR R R AN BANRIEHR T INBEE,

AES 5| ZEH ThEE 4L :
- BARNRE,
« REVRSTRHRAETERNE AES B4 (OTP & PUF ) .
« AES 5|2 #F 128, 192 = 256 U BAKENZMER : ECB, CBC, CFB, OFB, CTR, GCMo
« AES 3|Z%4 FIPS Publication 197 , AES.
- PREXEKELE,
+ X% DMA ZHIBHBIEE R,

2.2 SHA

LPC54S0xx S34h1R Mt EMHE A3 | ATH4T SHA-1 #1 SHA-2 B9 SHA-256, BER —MEBEE RN EERKBEBESRRN
HRRPMIBEERNMNE—BFE (HRIFE ) W%, SHA-1BEFE—N 160 NHEE |, T SHA-256 B&HEF= £ —/ 256 Ly
BE, BIUFEH SHA-256,

Xt F SHA 84 :
o BMERBMNEEHRTRIMMEXELSEHERENEAER. Bt , S TFTAENMNER/RR , RE—IMFE,

c RE-HUHBAURN A XREX - MRANUTERENRE, TREUEMEESNFN , HAREZOE S URBE RS %
=8

BRNEMECHTRIDEEREAR (TERARERER ) BEEFRA.

2.3 RNG

LPC54S0xx e #H 1= T E BRBEAEE Fr EHf. RNG ERLESETN K 32 UFENE. BEVBRERSERTHD , BENGFEN
R, XS A R A ABENL S AR ZH .

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx R4 4H3 |

RNG IhEe431iE -
« B API A5 E RNG,
« & FIPS 140-%, NIST, DieHard,

T35 128 U 256 UV, RNG AV EINMNRERHRTATBENTBRS. A THES 128/256 LHIBENL , &
SCIEEN 32 U AYBEHLER , ETRSRIEE 32 UK ES |, BiRE 32 uAIBEALR , ALK, XHMNE  EEANESEREL 32
BB EIEMSRH, BANNAR , RNG FEMNBENHIERN PRNG #9507 , PRNG £ RHIENH T A FNREES,

24 OTP

OTP F#5E8SNMEM#KX (bank ) , BNMNEHEEX U FMH 128 L. F—MEHEX (OTP EMEX 0) REFERA, H=/OTP F
HXRUHEN, 1 LPC54S0xx 88 , OTP 77X 1 1 2 AT A T 76 AES 4, OTP FHX 3 A TEF UHEERZFRER
Ei=

OTP WIIRERHE :
« OTP FHX 3 i F A REHRE :
— ISP MR FEFRER
— RERG
— SPIFI BEhFERT
— BFENNUEHE
« EER (RoT ) BAERE , ATR2HHEREMNE|S (OTP FHEK 1. 2)
I 128 1L AES 4 , TR MER (OTP FHEX 2)
USB #9 VID 1 PID ( OTP Ff$[X 2 )
+ Boot ROM API X#5 , BT Xt{2fit OTP FH S HITHRIZ

2.5 PUF ( MEFTEFIAIZHEE )

PUF B— 1M ETEE , At RAITN E#TIERATIL, IFTF SRAM PUF |, iXBURT SRAM &t L8 E. Mo LE# , 84
SRAM B THEFHMRR 1 5 0 HRERS. Y—NExmEn  ERRSETETMNY  BEREXIER , ExhREEZRAT
AENRIMKFEZERSSHENEAMAEERERNOS 1. NTF—4HER , XLSHEENER (MEEREEL) , ENICHRE
HW—H., TAE5MN, ER , REEZRTEHNE TE SRAM EGHRATHERRE , HESENHRERXN M1 (2B ) L%
RENNE. REFNAKRBRUER FHMEHEIN SRAM PUF 875, ATHBEZMNITH , SRAM PUF IR N e E ERERA,
FEXN PUF MR#TEAE, XA UESETHEIEENBEIN RSN RARNEELRER. RRRNSBLTEEBIME PUF
KRR  HESXAEANSHERAMNBERHA. 2084, RONTURSETEHNRZHE—FH,

SRAM Power-up Key Extraction Unique Key

4. IMKF I RAERER

PUF #HBZ AR SERE—NER  MARTUETFRBZANFER TREZENENAFHE, XEEIERRE SRAM KiRE
HBFIESRTAN. REFEZYH , MREEKBARS , ZEARBSRFELS SR TERRERAAM NARFEANES.

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx Z& B3 |

5 ERTREBAFHASHTRER, ERTHZFAEEE N MBREMT TANRRBZRMLED | HAERTEREN

Bo

Key
Management

Interrupt

5. PUF EEE

2.6 RSA API

LPC54S0xx &% H7%4 RSA 5|2 | {E 2 boot ROM £ 7 API I LAE I AR F R 1T RSA2048 £ KRE, BB SHA-256
M FEWEMN RSASSA-PKCS1-v1_5-SIGN A T&&ZKirThae,

Function Offset Description
rsa2k_decode_e3 0x00 RSA (2048-bit exponent = 3) decode API
Parameter 1: Pointer to secure_param structure

Return:

0 => = Success

10 => SHA256 comparison failed

-1 0 => Not a secure part (Security is not supported by the part)

Note: The calling application must ensure that there is at least 1200 Bytes of
free space left in the stack. If the amount of stack space left is less, then
calling this APl might cause a stack overflow.

get_secure_firmware_version |0x04 Get the version number of the security firmware.
API takes no parameters.

In the return value bit 31 to bit 16 are reserved and will be 0. Bit 15 to bit 8
will contain the major number. Bit 7 to bit 0 will have minor number.

6. RSA2048 <% API

3 LPC54S0xx Z£ 2zl

LPC54Sxx i &P EEH ( RABZHA ) B 64 KB ROM Zi8E, HRFZMBRBEHEEN |, 5ISRBYMABRLKIET.
LPC54Sxx iR & h MBI RBXFLLEE , XREER (RoT) , TUERFIENSEFEESHNNARFRBREFEHIE.
LPC54SOxx A EATREBNHBEEHNABRNE , Bt , EEXHSAEHEELMNVE , EEEMNME , % CPU AT B
IR ( XIP) $iT

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx R& B3 |

REBHXFFRABGIMHMERES SPI, SPIFI Fl EMC 2AMNMBIES AN FERZNRA S ERAM S , ERREEHSWIE
BN, RERERBETE. MRRABRESH , MERHNEBLAEC, EXTMROM BAFKRBHATEABE, 228
ERUTMREEE

+ SHA256 F T & R,
s BEHEMHNEERAITIR AT ARRALES. RIBEBFHLNMIREET OEM.
- fFH OTP AAM SHA256 I &2 RIS ILIF F M R WA A HBRABSEZHANR.

+ B SHA-256 " %W EHR RSASSA-PKCS1-v1_5-SIGN AATX B WIEINEE. FAEE 2048 (v A HZ4AEEM 32 U #
Z4ATE B RSA B4,

+ AES E%2 GCM = , BT m&EEFzh.
— %% OTP AT ZRAEFMEt , BER 128 {4 AES H4,
— Y PUF BT R4AEM#E , /8 256 1 AES %4,

3.1 REFHREFHRR

RATHEETZANREEHRBEATEHORIE , NEBEAFEEXEHTIZNEBNE, REBIIFUTKENREBHESR
XA

« EEEB/  RSA-2048 EBHER,

- NFEB : AES-GCM MBFINEM FE R

- XEMBER  TEE/ENTE , RAELE. BUERALER,

c MBLEER  EENEBERLEE AN EELENENERHTNE,
FEZLBHEBIMBEEREL , ZEBMH LN ZLBHRUETHSHK , UWNREBHED , MFbu URNEG#HT
B RIT/ARE,

31.1 EBER
RSA-2048 EEHZBEBEBRUTHE , ME 7 fiR :

- HEHEBLHESRIS,

. BEBHAILS,

- BMNEBRH RSA-2048 £,

HEUhEREHT  ATRIAFGEEEIMNGEREEMNF B EG LRI RSA LR, AFPRBGEHEA RSARALESE. A
TEERIEMMEN RSA MARSECERAFRBTN REERILH T, EAAHE SHA-256 B HHER RSASSA-PKCS1-
v1_5-SIGN EEXNEBHTER,

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx R& B3 |

0x28 — Header Offset

v

Image Header

Image Key
(Private)

] RSA2K

Plain Image

Certificate Header

Image Key (Public)
Modulus: 2048-bit
Exponent: 32-bit

RoTKey (public)
Modulus: 2048-bit
Exponent: 32-bit

RSAZK Signature

(Certificate)

Image Key Certificate
(Version 2)

7. XRERTR

RSAZ2ZK Signature

(Image)

LERBTHNREBERLEBRMALA? EBBESD , 2AIEH (UHRARFIES ) REATIERALVARENNE 7, IEHHLHA
MEAMHKE (HFIHARNERNMEBEHBE ) AR, AEARBEPHARARIEOAE (RAEBTRIE (CA) ) EH.
MRELBNR , HERGREBIEBNEECA, WEAUERAAARTH - PHBBZRE, TEEITELT —HELHIESE

X, MIREBHIULS |, W0 B 8 Fir.

&E = RSASign(RoTKPrivate, SHA256(Cerlificate_Header [/ Image_KeyPublic || RoTKPublic))
REFEFERN RoT ZAATRIEREFAILPS , ZREFNIPNLAB I BVAZERET. BHLAIHIE 256 I SHA2

BEEHNEIRDEEEER OTP H,

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx R& B3 |

Certificate ID

Certificate Header |«
(OTP bank 3 - RID[7:0})

Image Key (Public)

RSA2K |« SHA256  |<< monont. 3251t
* RoTKey (Pubiic)
ROTKey Modulus: 2048-bit — SHA256
Exponent: 32-bit

(Private) ¢

»| RSAZ2ZK Signature OTP

(Banks 1 & 2)

8. RRBHAILH

3.1.2 MBHESR
MBHEGESUTHE , & 9 ik,
. nREs

« MBEEOERL (ZAMMNENBREHOTR )

N MR B ROES £ AES-GCM EEXN BBt TMERAIE, SFELHME AES MBEBNNE. ERLESEEIA
HEE (Image V) , kB EE ( Header_IV ) , IBEBHN FHRIEFRIE ( Auth_tag ) FIk#RiE ( Header_tag ) #9
GMAC, EmERRS |, “HibFHHRIEHKE (AAD ) "7 0,

[Image GMAC tag, Encrypted_image] = AES-GCM(key = OTP_key, IV = Image_IV, Plain_text = Plain_image, AAD = 0)
[Header GMAC tag, 0] = AES-GCM(key = OTP_key, IV = Header IV, Plain_text = 0, AAD = Encrypted Image Header)

a Encrypted Image

Header r

. Image IV 0x28 — Header Offset }»
AES-GCM
<< Image GMAG/Tag 0

{plain text, no deorypt)
y 1 Header IV ES.GO Image Header
Header GMAC/Tag i’ <

{with decryption)

\""--\_ -
Y Plain Image

Encrypted
Image

9. MBERRT B

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx Z& B3 |

3.1.3 EFNBES

10 ERTEENMEREXHAR. TEEEXMAENEREEE. BETHEXNANBRENES , BSHANEREER, B
THRINAXNEEESR , BSHERER,

Encrypted Image

Encrypted Image .
Header li W)’—?eader ? 0x28 — Header Offset :I

0x28 — Header Offset AES-GCM Image IV
e Image GMAC/Tag |4 Image Header
deaypt)
T H Header |V h
AES-GCM 5
Image Key Encrypted Image Header GMAC/Tag g Plain Image
{Private) T
v
N
1 RSA2K N
Certificate Header \\ Encrypled
Nig Image
Image Key Fusic N

Modulus: 2048-bit
Exponent: 32-bit

RoTKey Pusic) *
Modulus: 2048-bit \
Exponent: 32-bit N

RSA2K Signature b
(Certificate)
Image Key Certificate
(Version 2)

N RSAZK Signature

(Image)

10. SRNFEGHR

314 MBLEHR

MERTMENEEREBHR. EENBTERELEE  AENEELBNENMREGHTNER., XTOAMNBEER , HSEM
6B, XTUAXEHRE , HERALERER.

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx Z& B |

v v

Encrypted Image
Header
Image IV
AES-GCM P
(plain text no decypt] Image GMAC/Tag
T H Header IV
Header GMACI/Tag
Encrypted
Image

AES-GCM

{with decryption)

1. NBEEREHD

h

Image Key

{Private)

RSAZK

| 0x28 — Header Offset

| Image Header

Plain Image

Certificate Header

Image Key (Pusig
Meodulus: 2048-bit
Exponent: 32-bit

RoTKey (Pusig
Meodulus: 2048-bit
Exponent: 32-bit

RSAZK Signature

(Certificate)

Im age Key Certificate
(Version 2)

RSAZK Signature

{Image)

3.2 ZERHIHE

BRREFNSESHBLNTRZEED , B 12 ERTNEESIER. AFABAIUMINERE (QSPIRTE , SPINEM
EMC A% ) 5|% , BREFZREEHZNIM RAM # |, UEESH RIS/ MBERNFIET,

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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| LPC54S0xx R& B3 |

[ CPU clock =FRO 48 MHz |

oTP
secure boot
configured?

Disconnedt SWD

BOOT_SRC bits™~_YES

Boot device = EMC,
SPIFI, 8Pl boot

SPIFI, 8P, or auto boot (in
order SPIFI/SPIEMC)

Check ISP pins

v
Enter ISP mode

Probe signal?

Download image
to SRAMX

Image marker =
0x7379656B?
Normal
header

Serial ISF mode = UART, 12C,
SPI, USBO0, USB1 ISP

Copy first 512 bytes
of image into SRAMX

Image marker =
0x737965687

Normal
header

PUF header
| Read PUF Key store |

Init PUF, Get PUF Keys
(requires OTP UsePUF =1}

4
Init PUF, Get PUF Keys
(requires OTP UsePUF = 1)

h 4

h

Using key store header image
start offset, move complete
image to start at address 0

Using key store header image
start offset, copy first 512 bytes
of mage into SRAMX

v

>

y
NO {agemarker:

0xEDDC84BD?

NO Header marker =

Y

Retumn error )

12. RERHABRREE

OxFEEDASAS?,

SPIFI, SPI,
EMC boot?

Load fullimage
into SRAMX

OTP secure
boot configured?

YES

NO

A4

Non_Secure Boot )

Verify secure image
(authentication and/or decryption)
(switch CPU clock FRO = 96MHz,
revert to 48MHz upon completion)

Secure Image
Verification Successful?

Image marker =
0xEDDC94BD?

Header marker =
O0xFEEDA5A5?

DICE enabled?
OTP UseDice =1

Compute DICE CDI

A

Copy image from SRAMX to
SRAMO-3 if load address =
0x2000 0000

h 4
Connect/enable SWD if
OTP SWD enable,

else disable SWD

A
Retumn error )

R NXP 4 MCU LPC54S0xx B RE R &, 40,2019 315 H
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3.3 BuIRAFEM

FBHRARBHELAREANERNBELRELERANAXH — BREHRE. ZEARBLEYE , ABREZ2BE. TEFMH
P 4R | RoTKPublic B SHA256 1 AES %48, RoTKPublic # SHA256 2 RoT A4A/Y SHA-256 & , A TIALZEHRE R,
AES ZiARTHREMNENREG , MRFHEE OTP FREX MMM,

Z 15 THEENREERNEAEME.

®1. BARRT
SEER hnEG&R SEMEFSK ESE R
AR SHA256 of AES Key SHA256 of AES Key SHA256 of AES Key
RoTKPublic RoTKPublic RoTKPublic
In OTP OTP Bank 1: OTP Bank 2: OTP Bank 1: OTP Bank 2: OTP Bank 1: OTP Bank 2:
Low 128-bit: 128-bit; Lower 128-bit?> | 128-bit; Lower 128-bit?> | 128-bit
(O_TP—USE—PU _ scrambled AES scrambled AES scrambled AES
F=0) OTP Bank 2: Key' Key' Key'
Upper 128-bit.
In PUF OTP Bank 1: PUF Key Store: | OTP Bank 1: PUF Key OTP Bank 1: PUF Key store:
(OTP_USE_PU Lower 128-bit; | 256-bit AES Key | Lower 128-bit; | store:256-bit Lower 128-bit; | 256-pit AES key
F=1) OTP Bank 2: OTP Bank 2: AES key OTP Bank 2:
Upper 128-bit3. Upper 128-bit3. Upper 128-bit3.
1. BRATTERBUNLEY AES B4R,
2. U SHA256 BFHIE 128 {15 OTP F#X 1 IAR#ITLLER , BARKIE RoTKPublice
3. HK OTP F#KX 2 AT ULTFRMAR , U8 SHA256 I HHYE 128 {15 OTP FEX 1 (AR #1TELR EARIE RoTKPublic ,

B, ¥ 256 1z SHA256 %5 OTP 74X 1 1 2 #ITEHE R,
« OTP FH#XE 2 AT E&EFFHHER USB-IF INER SR EFRRAF (VID ) M7= RIRRAF (PID)
- 7 USB DFU 5| SH ISP #4EHE , 5|5 ROM £/ USB ID,
« NEKLKTHPFER USBDFU SISREEHEX ID,
+ OTP %X 2 # word0 , Ri2& USB ID #ricfE 0x43555342,

3.4 REFIAFFASSIE (DICE)

LPC54S0xx &2 B3I X #¥F Trusted Computing Group M EK IR ZFRRFHK 5|2 ( DICE ) #58 , 55 Implicit Identity Based
Device Attestation,

DICE 8/ LPC54S0xx SRR T —MBRBEFRNER 32 FTHE— ID ( RAESIEEFRF (CDI) ) BWFF%. DICE £X
AFREGHTEORIIZEHBEHNEBEAFESKZE1TE CDI, DICE A —i&& %4 (UDS ) MAFEBH SHA-256
FENKitE CDl, CDI = HMAC ( UDSKey , SHA2 ( SBL_IMG ) ) , SBL_IMG = LO_IMAG Ti;% % LO_Signature, UDS kK
PUF M —#RIR%AF (UUID ) » 3 FETF PUF B UDS , UDS REAZAETHNRANRDE ( EEHA/FEIEDIRE ) RERNESI
15 %4 , # B ROM f£ CDI it B2 /52 A PUF &S| 15 BAMMEE, X FETF UUID B UDS , M UUID # OTP Ff(X 3
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